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SAFEGUARDI NG COVBEC MATERI AL AND FACI LI TI ES

FOREWORD

1. The United States of Anerica provides conmuni cati ons
security (COMSEC) material to certain of its Allies, in the
interest of protecting classified and sensitive unclassified
information which is transmtted electrically between mlitary
el enents of the U S. and the allied nation and to protect U S.
information which is released to that nation. Wen accepting
U.S. COVBEC assistance, allied nations agree to protect U. S.
COVSEC nmaterial, and this docunent prescribes m ninal physical
security safeguards for acconplishing that.

2. This is a general docunent, and the physical security
requi rements associated with U.S. release of particul ar
cryptosystens take precedence over it.

3. Nations to which this docunent is provided are encouraged
to use it as a basis for the preparation of counterpart docunents
prescribing standards and procedures for protecting COVBEC
materials. To facilitate this, and because COVSEC rel ati onshi ps
between the U S. and certain of its allies is classified, the
docunent is drafted to avoid nention of the United States.
Reci pi ent nations may substitute their own Foreword for this
page. They may al so i ncrease the m ni num physical security
saf eguards prescribed herein, to adapt themto their specific
requi renents, but may not | ower such saf eguards.

4. This docunent is effective upon recei pt and supersedes
NAG 14A or any simlar docunments which the United States nmay have
provided in the past, e.g., NAG 6A, Rules for Safeguardi ng COVSEC
Mat eri al .

5. This docunment is intended for use by the mlitary
el ements of the nations to which it is provided. |Its
di ssem nation for other purposes, including releases to public
news r?dia, is not in the best interests of the United States or
its Allies.

6. Definitions for the specialized COVMSEC terns used
t hroughout this docunent are contained in Annex A
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CHAPTER |
RESPONSI Bl LI TI ES FOR SAFEGUARDI NG COMSEC MATERI AL AND FACI LI TI ES

1001. I NTRODUCTION. COVSEC material is a vital elenent of the
nati onal defense, because it provides the basis for protecting

all of the inportant information which nust be transmtted
electrically. Responsibility for safeguardi ng COMEC materi al

and the COVBEC facilities in which it is used extends fromthe
national or mlitary service level, through the | ocal commanders
and their COVSEC custodians, to the individuals who are
authorized to hold and use the material. Each |evel nust perform
its prescribed functions, if the integrity of the COVSEC materi al
is to be maintained.

1002. NATIONAL/M LI TARY SERVI CE CH EF COVEEC RESPONSI BI LI TI ES.
The COVBEC responsibilities of the national or mlitary service
| evel s incl ude:

a. Establishing and di sestablishing COVSEC accounts.

b. Miintaining a CO/MWEC central office of record (COR) to
verify the accuracy of COVSEC account inventories.

c. Ensuring that COVBEC material is properly obtained,
di stributed, accounted for, installed, operated, safeguarded, and
di sposed of.

d. Ensuring that COMSEC custodi ans and users are properly
trained to performtheir duties with respect to the safeguardi ng
of COVBEC material and facilities.

e. Conducting liaison with representatives of other
nati ons/services in COVSEC natters.

f. lssuing COMSEC-rel ated directives and providi ng ot her
COMSEC gui dance, as necessary, to ensure that effective use is
bei ng made of avail abl e COVSEC r esour ces.

1003. COVBEC RESPONSI BI LI TIES OF LOCAL M LI TARY COVIVANDERS.
Ensuring that the COVSBEC material which they are authorized to
hold is effectively used and adequately safeguarded is anong the
general managenent responsibilities of local mlitary conmanders.
These individuals nust be cleared to the |level of the nost highly
classified material held by their COVSEC accounts. Their COVSEC
responsi bilities include:

1
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a. Appointing and supervising COMSEC cust odi ans and
al ternate COVSBEC cust odi ans.

b. Supervising COMSEC users in the performance of their
duties affecting the use, safeguarding, and destruction or
di sposition of COVSEC material and the secure operations of
COVBEC facilities.

c. Planning and exercising procedures for safeguarding
COVSEC naterial in tines of natural and man-made energenci es.

d. Prescribing physical security nmeasures to protect
unat t ended crypt o-equi pnent held by their comrmands.

e. Reporting COVSBEC incidents to proper authorities.

1004. GENERAL RESPONSI BI LI TI ES OF COVBEC CUSTODI ANS. Each
mlitary command, which holds COVSEC material, nmust naintain a
nunber ed COMSEC account, and appoi nt a COMSEC custodi an to nmanage
and operate that account. COVBEC custodi ans nust be cl eared at

| east to the level of the nost highly classified COVSEC materia
held in their respective COMSEC accounts. Their principa
responsibilities are:

a. Receipting for, storing, anending, accounting for,
i nventorying, and issuing COVMSEC material charged to their COVSEC
account s.

b. Training and advising users of the COVBEC naterial they
issue in the security procedures prescribed for its safeguarding
and handl i ng.

c. Destroying or transferring COVSEC material which is in
excess of requirements, unserviceable, or superseded and
subm tting routi ne COVSEC accounting and destruction reports.

d. Drafting reports of COVSEC i ncidents.

1005. RESPONSIBILITIES OF COVSEC MATERI AL USERS. Mai nt ai ni ng
the integrity of COMSEC naterial is dependent, in |arge neasure,
on the actions of individuals who are authorized to hold and use
the material in connection with their official duties. Users
nmust be cleared at least to the level of the nost highly
classified material to which they have authorized access. Their
princi pal COVBEC responsibilities are:

a. Properly safeguarding and using the COVSEC materi al
issued to themor to which they are authorized access.

b. Reporting to proper authorities any detected occurrence,

2
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ci rcunstance, or act which could jeopardize the integrity or
security of COVBEC materi al .

c. Securely destroying superseded COVSEC key, as directed
by the COVBEC cust odi an.
CHAPTER 11

COVBEC CUSTODI ANS AND ALTERNATES

2001. | MPORTANCE OF COVBEC CUSTODIANS. If the integrity of the
vital COVSEC material is to be maintained, each COMSEC cust odi an
nmust perform his prescribed functions effectively. Mlitary
commanders nust ensure that this is being done and shoul d appoi nt
as COVBEC cust odi ans persons who are not over-burdened wi th other
duties and responsibilities.

a. Rank. Individuals appointed as COMSEC custodi ans and
al ternated nust have sufficient rank and experience to appreciate
the i nmportance of the position of trust to which they are being
appoi nt ed.

b. Training. Wen operationally feasible, COVSEC
custodi ans should be trained to performtheir duties, in advance
of being appointed. Where circunstances prevent such advance
training, every effort should be nade to provide the requisite
training as soon as possible.

2002. APPO NTMENT. Each local mlitary commander who is
responsi bl e for operation of a nunbered COVSEC account nust
formal |y appoint a conm ssioned, warrant, or senior non-
comm ssi oned officer (or conparable graded civil servant) to
serve as the COMSEC custodi an and one or nore such persons to
serve as alternate COVSEC custodian(s).! A copy of each such
appoi nt ment nust be provided expeditiously to the national or
servi ce COVSBEC COR whi ch oversees the COVSEC account.

2003. DETAI LED RESPONSIBI LI TIES OF COVSEC CUSTODI ANS. To the
degree conpetent authority may direct, the COVSEC custodi an acts
for his commander to receive, safeguard, and di spose of
account abl e COVSEC material charged to the COMSEC account he
manages. He is al so responsible for maintaining accurate and
current accounting records, and for preparing and forwarding
requi red accounting reports. Specific responsibilities of a
COVBEC cust odi an i ncl udes:

a. Receipting for accountable COVSEC material received by
hi s account.

3
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Al though some alternate COMSEC custodians function as assistants to their
respecti ve COMSEC cust odi ans, the principal role of the alternate custodian is
to serve as acting COVMSEC custodian in the custodian's absence.

b. Page-checki ng accountabl e COVSEC docunents upon recei pt
and following entry of amendnents affecting page repl acenent,
addition, or extraction.?

c. Pronptly and accurately entering authorized anmendnents
to account abl e COVSEC docunents.

d. Ensuring that accountable COVSEC material, including
t hat which has been issued for use, is properly stored and
handl ed. (See Annex A for storage criteria.)

e. Miintaining an accurate inventory of accountabl e COVSEC
material charged to the account showi ng the current |ocation of
each item

f. Conducting required inventories of accountabl e hol di ngs
of the COVBEC account.

g. Issuing required COVSEC itens to authorized users and
Mai nt ai ni ng accurate records of issues and returns of such itens.

h. Instructing users and using |location supervisors in the
proper storage and handling of COVSEC materi al .

i Drafting, testing, and, if necessary, inplenenting a
pl an for safeguarding, evacuating, or destroying accountable
COVSEC material in times of natural or man-nmade energenci es.

j. Transferring or destroying superseded, excess, and
unservi ceabl e COVSBEC material, in accordance with instructions
from proper authorities.

k. Drafting reports of physical, cryptographic, and
per sonnel COVBEC i nci dents.

| . Preparing and submtting required COMSEC accounti ng
reports.

2004. CUSTODI AN ABSENCE. During normal working hours on regul ar
wor ki ng days, the COVBEC custodi an should be present to perform
his duties.

a. Tenporary Absence. Wen a custodian is absent fromhis
duty for less than 60 days, the alternate COVSEC cust odi an
assunes his duties.

4
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’protectively packaged COVBEC key nust not be opened upon receipt nerely for
page checking. Such material should be page checked when it is opened
i medi ately prior to use.

b. Protracted Absence. Wen a COVBEC custodian will be (or
has been) absent fromhis duty station for |onger than 60 days,
t he responsi bl e coormander nust appoint a new COVSBEC cust odi an

c. Permanent Absence. In the event of the death,
disability, or departure of a COVSEC custodi an, the commander
nmust appoi nt a new custodi an and, if necessary, a new alternate
custodi an. The new custodi an and a properly cleared w tness mnust
then inventory the accountabl e hol di ngs of the COVSEC account and
must forward a copy of that inventory to the appropriate COVSEC
COR for verification. |If any unexpl ai ned di screpanci es are
detected during the inventory, they nmust be reported to proper
authority as COVSEC i nsecurities.

d. Absence of Alternate Custodian. Inventories are not
requi red when alternate COVSEC cust odi ans are changed or are
absent fromtheir duty station.

5
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CHAPTER I 11

SAFEGUARDI NG COVBEC KEY

3001. I NTRODUCTI ON. Contenporary cryptosystens nay be of the
manual , auto-manual, and machi ne types, and all types are or use
"key". Cryptographic security of electrically transmtted

i nformati on depends on the proper use of unjeopardi zed key. To
ensure the key provided for use is inviolate, it nust be
careful |y safeguarded throughout its existence, from production
t hrough secure destruction.

3002. CRYPTO MARKING. "CRYPTO' is a marking used to identify al
hard- copy key (e.g., cards, tapes, lists, codes) intended to
protect or authenticate tel ecommunications.? The "CRYPTO' caveat
is intended to highlight the extraordinary inportance of COVSEC
key to the national security and to assist in affording it the
proper safeguards.

3003. ACCESS. The basic requirenment for access to key is strict
enforcenent of the concept of "need-to-know, " which nmeans that no
person may be permitted access unless he requires it for
effective performance of his official duties. No person is
entitled to have access to key solely by virtue of his rank or

st at us.

a. Ganting Access. Access to key nmay be granted by
responsible mlitary commanders to persons under their authority
whose duties require access and who hold security clearances
appropriate for the COVMSEC material to which they wll be granted
access.

b. Access Criteria. Persons who are authorized access to
key nmust have denonstrated unquestioned loyalty, and their
character, habits, and discretion nust cast no doubt on their
trustwort hi ness.

3004. STORAGE. Unless appropriately cleared persons are using or
ot herwi se saf eguardi ng key, it nust be stored in the nost secure
facilities available. Mninum storage criteria for key may be
derived from Annex B.

YA relatively small anpunt of COVBEC key is not designated "CRYPTO." The
purpose of that material includes classroomtraining and bench test.
Saf eguards for this material are based solely on its classification.

7
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3005. | SSUE AND RETURN Key may be issued to individuals who
require it in the performance of their official duties and to
usi ng | ocations, such as conmunications centers and command
posts. All such issues nust be docunented, so that the |ocation
of each itemof key wll be continuously known by the COVSEC
custodi an. Likew se, all transactions wherein itens of
account abl e key are returned to the COVSEC account nust be
docunented, to relieve the person to whomit was issued from
responsibility for it.

a. User Security Training. Wen key is issued to an
i ndi vidual or to a using location, the issuing COVSEC cust odi an
must ensure that the person(s) who will be responsible for its
saf eguardi ng understands the requirenents for its proper storage
and handling. Wen this has been done, responsibility for
saf equarding the material shifts to the person who signs for it.

b. Issue to User Sites. Wen key is issued to a user
| ocation, such as a command post, the person responsible for that
| ocati on nust ensure that a procedure for continuous account -
ability is maintained. The normal way of acconplishing this is
to have each oncom ng supervisor sight and sign for the key (and
any ot her accountable COVSEC material held) in a log or record
book. Changes in a user site's COVMSEC material hol dings should
be supervised by the COVSEC cust odi an.

3006. SUPERSESSI ON AND ROUTI NE DESTRUCTI ON. Each item of key is
recurringly or irregularly replaced and falls, at any given tine,
into the category of "future," "effective," or "superseded." O
t hese categories, superseded key is the nost valuable to hostile
interests seeking to exploit user conmmunications, because it my
have al ready been used to protect inportant transm ssions which

t hey have already intercepted. It is vital to the nmaintenance of
ef fective conmuni cations security that viable procedures be

est abl i shed and enforced for routinely destroying superseded key.

a. Tinmely Destruction. Destruction of superseded key nust
be acconplished as soon as possible (i.e., within twelve hours),
preferably as part of the rekeying routine, by persons who
perform rekeying. The practice of returning superseded key to
COVBEC custodi ans for destruction at a later date is normally far
| ess secure and prone to exploitation by hostile cogni zant
agents, and shoul d be adopted only when tinely user destruction
is not feasible. Local mlitary conmanders shoul d consi der
maki ng suitabl e key destruction facilities (e.g., desktop
shredders) available to key using locations, to facilitate tinely
destruction of key settings (e.g. key tape segnents) as they are
super seded.

b. Recording Destruction. Careful records of key setting

8
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destructions nmust be kept, and all such destructions nust be

Wi t nessed by properly cleared persons. Centrally prescribed or

| ocally devised fornms nust be used to record user destruction of
superseded key settings. Destruction records nust be returned to
t he i ssuing COMSEC account and retained as proof that secure,

w t nessed destructions have taken pl ace.

c. Destroying Conplete Editions. Key which is not issued
to users may be destroyed as entire editions by COVSBEC cust odi ans
and their assistants, follow ng supersession. Routine
destruction of this type nust take place within 15 days after the
end of the nmonth in which affected key was schedul ed to be
effective. They nust be wi tnessed by an appropriately cleared
person and expeditiously reported to the proper COR, so that the
COVBEC account's responsibility for the naterial may be renoved.

3007. I NVENTORI ES. COMSEC accounts nust inventory the key for
whi ch they are responsible sem annually and whenever the COVSEC
custodi an changes. Reports of all such inventories nust be

expeditiously subnmitted to the supporting COR for verification.

3008. RECEIVING AND SHI PPI NG COMSEC cust odi ans are responsi bl e
for inspecting the protective packagi ng of received key for signs
of tanpering and for initiating COMSEC i nsecurity reports if
tanpering is suspected. Normally, key intended for use at a
particul ar COVSEC account is delivered there, is used, and is
destroyed. However, in rare occasions, key nust be transferred
bet ween COVBEC accounts. If it becones necessary to transfer

key, custodi ans nust ensure that the nmaterial is properly
prepared for shipnment, that authorized neans of shipnment are
used, and that a copy of the transfer report which acconpanies
each shipnment is expeditiously sent to the supporting central

of fice of record.

a. Shipping. Key marked "CRYPTO' nust be shipped in the
cust ody of authorized and appropriately cleared couriers who are
responsi ble for ensuring the integrity of the material in their
custody, until it is delivered to a final or intermediate
destination. Couriers who nmust |eave the |ocal area should be
appointed in witing, and should carry copies of their
appoi ntnents, so that the material they carry will be inmune from
exam nation by other governnent officials, such as police and
airport security personnel.

b. Wapping. Shipnments of key nust be doubl e-w apped and
securely sealed. |Inner wappings nust be marked with the
"CRYPTO' caveat and the classification of the nost highly
classified material contained in the package. Both inner and
outer w appers nmust show the "TO' and "FROM' addresses and ot her
notati ons needed to effect delivery. The outer wapper nust not

9
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reveal that a package contains classified information or COVSEC
key.

c. Electrical Transm ssion of Key. Operational key may be
transmtted electrically only under energency conditions (e.g.,
when routine key resupply is inpossible before the material is
requi red), and then only when the comruni cati ons system bei ng
used for the transm ssion provides end-to-end security at or
above the classification of the transmtted key.

d. Protective Packaging. Most key is protectively
packaged, as a defense against exploitation by persons who are
authorized to handle it in connection with their official duties,
but who covertly function as agents of foreign intelligence

services or subversive donestic groups. |In general, protective
packagi ng nmust not be renoved fromkey until inmediately prior to
the use of the key. It is expressly forbidden to renove

protective packaging fromkey for prior page checking purposes.

10
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CHAPTER |V
SAFEGUARDI NG COMSEC EQUI PVENT

4001. I NTRODUCTION. Crypto-equipnent is both classified and

uncl assified; unclassified crypto-equi pnent is marked "CONTROLLED
CRYPTOGRAPHI C I TEM' (CCl). The enbodi ed cryptographic |ogic of
both categories is classified, and both are authorized to protect
information of all classifications, provided key of the
appropriate classification is used. Physical safeguards are
prescri bed to protect crypto-equipnent in order to:

a. Prevent acquisition of sophisticated crypto-equipnment by
unaut hori zed persons who mght use it for unauthorized purposes.

b. Deny unauthorized persons the opportunity to tanper with
crypto-equi pnment, so as to render it ineffective as a COVSEC
neasure.

c. Limt the opportunity for unauthorized persons to know
the details of contenporary cryptographic |ogic or the protection
and fabrication techni ques enployed in crypto-equi pnment.

4002. ACCESS. CClI crypto-equipnent is purchased and the users
are authorized total access to it. However, classified crypto-
equi pnent is provided on condition that only cleared citizens of

t he producing country are allowed internal access and may perform
mai nt enance. Certain of this equipnent is fitted with | ocks or

| ocking bars to inhibit attenpted tanpering and/or with tanper
detection tape to provide a neans of detecting such attenpts. As
is the case with COMSEC key, the basic requirenment for access to
crypto-equi pnment is job-rel ated need-t o- know.

a. External Access. Access to crypto-equi pnent may be
granted to mlitary and civilian governnent enpl oyees whose
duties require access and who posses security clearances equal to
or higher than that of equi pnent or the associated key, whichever
is higher. (Keyed equi pnment assunes the security classification
| evel of the key it contains.)

b. Casual Viewing. Security clearance is not required for
casual , external view ng of cryptographic equipnent.

4003. STORAGE. Wien crypto-equipnent is not in the possession
of , or continuously attended by, an authorized, appropriately
cl eared person, it nust be protected as foll ows:

a. Uninstalled dassified Equi pnent. Wen not installed in
an operational configuration (e.g., a ship, aircraft, shelter,
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vehi cl e, backpack, or building), unkeyed classified crypto-
equi pnent nust be stored on the basis of its classification.

b. Uninstalled CCO Equipnrent. Wen not installed in an
operational configuration, unkeyed CCl crypto-equi pnent nust be
stored in a manner which affords it protection at |east equal to
that which is normally provided to other high-val ue governnent
property and which ensures that access and accounti ng
requi rements are nmaintai ned.

c. |Installed Equi pnment. Wen installed in an operational
configuration, unkeyed crypto-equi pnent may be | eft unattended,
provided it is protected to a degree which, in the judgnent of
the responsible mlitary conmander, is sufficient to preclude any
reasonabl e chance of theft, sabotage, tanpering, or access by
unaut hori zed persons.

4004. | SSUE AND RETURN. Crypto-equi pnent may be issued to
individuals who require it in the performance of their official
duties and to using locations where it is needed. Al such

i ssues nust be docunented, so that the |ocation of each equi pnment
is continuously known to the issuing COVSEC custodi an. Returns
nmust al so be docunented to relieve the person to whomit was

i ssued fromresponsibility for it.

a. User Safeguarding Responsibilities. Wen crypto-
equi pnent is issued to an individual or to a using |location, the
i ssui ng COVBEC cust odi an nust ensure that the person(s) who wll
be responsible for its safeguardi ng understands the requirenents
for proper storage and handling. Wen this has been done,
responsi bility for safeguarding the equi pment shifts to the
person who signs for it.

b. Using Site Supervisor Responsibilities. Wen equi pnent
is issued to a user |ocation, such as a communications center,
t he person responsible for that |ocation, or his designee,
remai ns responsible for it, until the equipnment is renoved by
appropriate authority (e.g., the supporting COVMSEC cust odi an).
Shift-to-shift inventorying of installed crypto-equi pnent is not
required.

4005. DI SPOSITION Excess or unserviceabl e crypto-equi pnent in
the classified for unclassified-CCl categories are to be disposed
of as follows:

a. Cassified Equipnent. Cassified crypto-equipnment which
requires repair, or is no longer required, nust be returned to
t he produci ng country COVSEC account fromwhich it was received.

b. CC Equipnent. CC crypto-equipnment, which is no | onger
requi red, nust be returned to a national or service cryptorepair
facility for destruction; field destruction involves unacceptabl e
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ri sks. The equi pnrent may be pressed into bl ocks be nmeans of

aut onobi | e crushers and the resi due di sposed as scrap netal.
However, the recommended procedure is to renove all conponents
whi ch are marked " CONTROLLED CRYPTOGRAPHI C | TEM' (See the
appropri ate paragraphs of Annex C) and destroy them by nechani cal
choppi ng. The hul ks may then be di sposed of intact (e.g., sold
as surplus governnent property).

4006. ACCOUNTING. Crypto-equi prent nmust be continuously
accounted for, by serial nunber, to a national or service COR

a. Ilnventorying. COVSEC accounts mnust inventory equi prment
for which they are responsi bl e upon receipt or transfer, on the
occasi on of the change of the COMSBEC custodi an, and at periodic
intervals not to exceed one year. Reports of such inventories
nmust be expeditiously submtted to the supporting COR for
verification.

b. Inventory Methods. For purposes of periodic and ad hoc
inventories, crypto-equi pment which is stored or installed
| ocal |y nmust be sighted, but hand receipts my be used to verify
t he continued presence of equi prment | ocated at renpte sites.

4007. MAINTENANCE. Hol ders of classified crypto-equipnment are
not authorized to perform mai ntenance actions which require
extraction of a classified crypto-equipnment fromits case.
However, mlitary and civilian enpl oyees of the using nations may
connect and di sconnect signal and power |ines and perform other
external actions necessary to exchange an operating unit for an

i noperative unit. Holders of CCl crypto-equi pnent are
responsible for maintaining it.

4008. EMERGENCY ACTI ONS. Hol ders of crypto-equi pnment are

aut horized to destroy or disable it in tinmes of energency, when
its loss or conpromise is inmnent. Under such circunstances,
the nost effective neans of destruction is to extract the
classified or sensitive conponents (i.e., those containing the
cryptographic logic and al arm functi ons and whi ch bear either
classification or "CCl" markings) and then destroy these el enents
as thoroughly as conditions permt. The unclassified equi pment
hul ks may then be abandoned in place, w thout inpact on security.
(See Chapter VI for detail ed enmergency destruction gui dance, and
Annex C for sensitive conmponent identification and renova

i nformation.)

4009. SHI PPI NG AND RECEI VING COMBEC cust odi ans are responsi bl e
for ensuring that crypto-equi pnent which nust be transferred to
anot her COVBEC account is properly prepared for shipnment and is
transported by authorized neans.
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a. Transporting Cassified Equipnent. Cassified crypto-
equi pnent nust be transported by designated mlitary couriers who
are cleared to the level of the equipnent being shipped. Such
equi pnent may not be shi pped by postal services.

b. Transporting CCl Equi pnent. CC crypto-equi pnmrent nmay be
transported by any nmeans which affords it protection at |east
equal to that which is nornmally afforded to high-val ue governnent
property and which ensures that access and accounting procedures
are mai nt ai ned.

c. Zeroizing. Crypto-equiprment nay not be shipped between
COVBEC accounts in keyed condition, i.e., each equi pnent nust be
"zeroi zed" before shipnent.

d. Suspected Tanpering. |If a crypto-equipnent is received
in a container which shows signs of tanpering, a COVSEC
insecurity report nust be sent and the container |eft unopened
until instructions are received from higher authority.

e. Wapping. Shipnments of crypto-equi pnent nust be doubl e-
wr apped and securely sealed. The inner w appi ngs nust be marked
with the classification or the "CONTROLLED CRYPTOGRAPHI C | TEM
desi gnation, and both inner and outer wapper nmust show the "TO
and "FROM' addressees and ot her notations needed to effect
delivery. The outer wapper nmust not reveal that a package
contai ns crypto-equi pnent.

f. Qpening for Inventory. Crates and boxes contai ning
crypt o- equi prrent need not be opened solely for inventory
pur poses. Packing lists or other statenents of contents nay be
accepted as content verification for such containers, until it
becones necessary to open them for other reasons.

4010. CRYPTO EQUI PMENT AT UNATTENDED SITES. In sone situations
techni cal or operational reasons may dictate that crypto-

equi pnment be located at unattended sites. This is permssible
under the foll ow ng saf eguards

a. Site Control. The site nust be located in an area under
firmcontrol, i.e., sufficient mlitary forces nust be |ocated in
the vicinity to reduce to an acceptable level the risk of covert
or overt hostile capture or tenporary occupation of the site.

b. Cyptonet Size. Cryptonets whose key is held in
equi prent at the unmanned site nust be kept as small as possible,
wi th uni que key used on each comruni cations |ink, where feasible

c. Key Storage. Uninstalled crypto-equi pnment and key which
is not held in the equi pnent nay not be stored at the site.
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d. Guard Force Response. The commander responsible for
operation of the unattended site nust arrange for tinmely guard
force response to investigate incidents involving threats to the
crypto-equi pnent on the site.

e. Inspections. Inspections of the unattended site nust be
conducted to verify that the crypto-equipnment installed there has
not been tanpered wth.

f. Construction. The site nust be of substanti al
construction, and all of its accesses (doors, w ndows, vents)
nmust be alarmed to the location of the supporting guard force.
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CHAPTER V

SAFEGUARDI NG OTHER COMSEC DOCUMENTS

5001. | NTRODUCTION. Cryptosystens normally include operating
instructions (SAGCs for the classified equipnents and KAGs for the
CCl equipnent). |In addition, general COVSEC doctrina
publications, such as this book, are furnished to users. Such
supporting docunents require safeguards as indicated bel ow.

5002. ACCESS. As is the case with other COMSEC material, access
t o COMSEC supporting docunentation nust be based on the need-to-
know principle, coupled with appropriate security clearance for
classified itenms. Access to such docunents may be granted by
responsible mlitary conmanders to persons whose duties require
access and who hol d security clearances appropriate for the
material to which they will be granted access.

5003. STORAGE. COMSEC supporting docunentation should be stored
in accordance with the criteria contained in Annex B.

5004. |ISSUE. Issues of COVSEC supporting docunentation must be
recorded, so that the location of each itemis continuously known
to the issuing COVSEC custodi an. The custodi an nust al so ensure
that the individuals who assune responsibility for safeguarding
such docunents understand the prescribed procedures for
protecting them

5005. SUPERSESSI ON AND ROUTI NE DESTRUCTI ON.  When an account abl e
COVSEC supporting docunent is authorized for destruction

normal |y through a statenment in the foreword of the docunent

whi ch supersedes it, COMSEC custodi ans shoul d effect secure
destruction of the docunment by burning, shredding, or pulping it.
Destruction nmust be reported to the supporting COR

5006. | NVENTORIES. Accountabl e COVMSEC supporting docunents nust
be included in the periodic and ad hoc inventories of the COVSEC
accounts, which hold them

5007. RECEIVING AND SHI PPI NG Cuidance for handling of COVSEC
supporting docunents is presented bel ow

a. Page Checking. COVSEC supporting docunents shoul d be
page checked against their respective lists of effective pages
upon receipt, transfer, or destruction, and in connection with
the entry of any anendnents, which involve page replacenent. The
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conduct of page checks should be recorded on the "Record of Page
Checks" page.

b. Wapping. Shipnents of COVSEC supporting docunents mnust
be doubl e-w apped, with both inner and outer w appers show ng the
"TO' and "FROM' addressees, but only the inner wappi ng show ng
the classification, if any.

c. Shipping. COVBEC supporting docunments rmay be shi pped by
any neans authorized for material of their classification.

5008. AMENDMENTS. Changes may be made in COMSEC supporting
docunent ati on, by neans of nessages or printed anendnents. \Wen
a COVBEC custodi an or an assistant enters an amendnent to such
docunents, he nust record the fact by conpleting an entry on the
"Record of Anmendnents" page of the docunent.
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CHAPTER VI

ROUTI NE DESTRUCTI ON AND EMERGENCY PROTECTI ON
OF COVSEC NMATERI AL

6001. PURPCSE. This chapter prescribes standards for the
routi ne destruction of COVSEC key and supporting docunentation
and provides criteria and gui dance for the protection of COVSBEC
key, equi pnent, and supporting docunentation under energency
condi ti ons.

6002. ROUTI NE DESTRUCTI ON

a. Destruction Policy. The security achieved through the
proper use of cryptosystens is heavily dependent upon the
physi cal protection, which is afforded the associ ated key.
Superseded and current key is extrenely sensitive, since its
conproni se potentially exposes to conprom se all information
encrypted in the affected systens. For this reason, key nust be
securely destroyed as soon as possible after it has been
superseded or has otherw se served its intended purpose.
Li kewi se, tinely destruction of excess or superseded supporting
COVBEC docunents is inportant to the national security. Routine
destruction of classified and CCl COVBEC equi pnents and
conponents is not authorized. Cassified COMSEC equi pnent which
is unserviceable or which is no | onger required nust be forwarded
t hrough appropriate channels to a COVMSEC account of the providing
country (normally the account fromwhich it was received).
Destruction of unserviceable or unneeded CCl equi pnent is a
responsibility of the purchasing nation; see paragraph 4005. b.

b. Routine Destruction Procedures. Routine destruction of
key and supporting docunentation may be done by actual users
where feasible, or by the COMSEC custodian and a properly cl eared
Wi t ness.

C. Schedul i ng Routi ne Destructi on.

(1) Key which has been issued for use nust be destroyed
as soon as possible after supersession, preferably as part of the
rekeying routine, and may not be held | onger than 12 hours
foll ow ng supersession. However, where special circunstances
prevent conpliance with the 12-hour rule (e.g., the incinerator
is not operational over a weekend or holiday), |ocal conmanders
or responsible officials may grant extensions of up to 24 hours.

(2) Conplete editions of superseded key which are held
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at COMSEC accounts nust be destroyed within 15 days after
super sessi on.

(3) Superseded supporting COVSEC docunents hel d at
COMSEC accounts should be destroyed within 15 days after
super sessi on.

(4) Residue of entered anendnments to COVSBEC docunents
nmust be destroyed within 15 days after entry of the anendnent.

d. Routine Destruction Methods. Authorized nethods for
routinely destroying paper COVSEC material are burning,
pul veri zi ng or choppi ng, crosscut shreddi ng, and pul pi ng.

(1) When destroying paper COVSEC material by burning,
t he conbustion nust be conplete, so that all material is reduced
to ash. Conbustion nust be contained so that no unburned pieces
escape, and ashes nust be inspected and, if necessary, broken up
or reduced to sl udge.

(2) Wen pul ping, pulverizing, or chopping devices are
used to destroy paper COVSEC material, it nust be reduced to bits
no |arger than five mllinmeters in any dinension.

(3) Wen crosscut (double cut) shredders are used to
destroy paper COVSEC material, it nust be reduced to shreds not
nore than 1.2 nmin wdth and not nore than 13 mMmin | ength or
not nmore than 73 mmin width and not nore than 22 mmin | ength.

e. Approving Routine Destruction Devices. Approving
devi ces used to destroy COVSEC material is the responsibility of
t he head of the using service. Such approval should be w thheld
until a device has been denonstrated to neet the standards
expressed in this chapter. Another consideration in selecting
and approving devices for routine destruction is their useful ness
in event of enmergency destruction. Devices which require |ong,
conplicated setup or make-ready procedures should be avoi ded, as
shoul d devi ces which are incapable of extended full-capacity
oper ati on.

f. Reporting Routine Destruction. At least nonthly, the
COMBEC cust odi an for each COMSEC account nust report the routine
destruction of accountable COVSEC aids to its COR in accordance
wi th procedures prescribed by its service. Wen accountable
paper COMSEC materials are destroyed by their users, |ocal
destruction records nmust be furnished to the supporti ng COVSEC
custodi an, as a basis for his reporting their destruction to the
COR.
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6003. EMERGENCY PROTECTI ON OF COVSEC NMATERI AL.

a. Energency Protection Planning. Each activity, which
hol ds cryptosystens, nust maintain a current, witten energency
plan for the protection of such material during manmade di sasters
(e.g., war or riot) and natural catastrophes (e.g., fire or
typhoon). For natural disasters, planning should be directed
toward security control over the material until order is
restored. By contrast, planning for hostile actions should
concentrate on actions to safely evacuate or securely destroy the
COVBEC material. Operating routines for COVSEC facilities should
be structured so as to mnimze the nunber and conpl exity of
actions which nust be taken during energencies to protect COVSEC
material, e.g., routine destruction should be conducted
frequently and excess COVSEC material routinely disposed of, so
that only mnimum amounts of such material are held, and COVSEC
mat eri al should be stored in ways which will facilitate energency
evacuati on or destruction, under energency conditions.

b. Preparedness Planning For Disasters. Disaster planning
must provide for:

(1) Fire reporting and initial fire fighting by
personnel assigned to the COVSEC facility.

(2) Assignnent of on-the-scene responsibility for
ensuring protection of the COVSEC material held.

(3) Securing or renoving COVSEC material and evacuation
of the endangered area.

(4) Protection of COVSEC nmaterial when adm ssion of
outside fire fighters and nedical or rescue workers into the
COVMBEC facility.

(5) Assessnent and reporting of probable exposure of
COVBEC material to unauthorized persons during the enmergency.

(6) Post-energency inventory of COMSEC material and
reporting of any |osses or unauthorized exposure to appropriate
aut hority.

c. Preparedness Planning for Hostile Actions. Planning for
hostil e actions nmust take into account the possible types of
situations which nmay occur, e.g., an orderly wthdrawal over a
specified period of tine, a hostile environnment situation where
destruction nust be carried out in a discrete manner to avoid
triggering hostile actions, or fully hostile immnent overrun
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situations. Such planning nmust assess the threat that various
types of hostile actions will occur at the affected COVSEC
facility and the jeopardy, which these potential energencies pose
to the COMSEC material, held. Energency action plans nust

provi de for:

(1) Adequate physical security protection capabilities,
e.g., perineter controls, guard forces, and physical defenses, at
t he individual buildings and other |ocations in which COVSEC
material is held.

(2) Facilities for effecting emergency evacuation of
| eopardi zed COVBEC nmaterial under energency conditions. (Under
nmost circunstances, COVSEC key shoul d be destroyed rather than
evacuat ed. )

(3) Facilities and procedures for effecting secure
energency destruction of COVSEC material held, including adequate
suppl i es of destruction devices, availability of electrica
power, secure nearby storage facilities, adequately protected
destruction areas, personnel assignments, and responsibilities
for directing inplenmentation of enmergency destruction.

(4) Precautionary destruction of COVSEC nateri al,
particul arly superseded and future key which is not operationally
required to ensure continuity of operations during the energency.

d. Establishing Energency Conmuni cations. External
comuni cations during energency situations should be limted to
contact with a single renote point, which will act as a
di stribution center for outgoing nessages and as a filter for
i ncom ng queries and gui dance, thus relieving personnel at the
j eopardi zed site frommnultiple actions during energency
situations. In situations where over-run is inmnent, secure
comuni cati ons should be discontinued in tine to allow for
t hor ough destruction of all COVSEC nmaterial .

e. Drafting an Enmergency Plan. The energency plan for a
particular COMSEC facility should normally be prepared by the
COMSEC custodi an, but the responsible mlitary commander mnust be
aware of an approved plan. If the plan calls for destroying the
COVBEC material, all destruction material, devices, and
facilities nust be readily avail able and in good working order.
Duties under the plan nust be clearly described, and personnel
assigned such duties nust be trained to performthem effectively.
Trai ni ng exerci ses should be conducted at |east quarterly, to
ensure that the energency plan can be expeditiously inplenented.
The three options available in an energency affecting the
security of COVSEC material are securing the material within the
facility, renoving it fromthe scene of the energency, and
destroying it. Planners nust consider which of these apply at
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their facilities, either singularly or in conmbination. Wen to
choose each option should be clearly stated in the plan. For
exanple, if it appears that a civil uprising will be of short
duration and the COVSEC facility will soon be reoccupied, the
appropriate action mght be to destroy superseded key, evacuate
effective and future key, renove sensitive elenents from crypto-
equi pnent (see Annex C) and | ock them along with classified
COVBEC docunents, in a safe or vault, secure the facility doors,
and | eave.

f. Energency Destruction Priorities. Three broad
categories of COVSEC naterial which may require destruction in
energenci es are key, supporting docunentation, and equi pnent.
Priorities for destroying these material are:

(1) Superseded, effective, and future key, in that
order.

(2) Sensitive elenments from crypto-equi pnment; see Annex
C.

(3) Remaining classified COMSEC materials, e.g.,
operating instructions.

g. Energency Destruction Tools. Hand tools, such as
hammers, screwdrivers, pliers, crowbars, and sl edgehammers,
shoul d be readily avail abl e for energency destruction of crypto-
equi pnment. Additionally, sites, which maintain incinerators or
pyr ot echnics for energency destruction, should al so have tongs
and asbest os gl oves avail abl e.

h. Energency Destruction Methods. Any of the nethods
approved for routine destruction of COVMSEC naterial nay be used
for emergency destruction. |In addition, incendiaries and sone
noni ncendi ary devices may be effective in energencies. Quidance
for destroying COVSEC material is presented bel ow

(1) Key and supporting COVBEC docunents nust be
destroyed beyond reconstruction. Any approved paper destruction
device will acconplish this. Destruction of paper COVSEC
materials nmay al so be acconplished by burning in an incinerator
or a pierced netal drumfitted with a screen to prevent
di sbursenent of unburned pi eces.

(2) Under actual energency circunstances, all agreed
restrictions on foreign access to the interior of crypto-
equi pnent are waived, in the interest of protecting the equipnent
from conprom se by hostile interests. Under such circunstances,
| ocks and | ocking bars nay be forcibly renoved and tanper tape
di sregarded. Sensitive conponents of the crypto-equi pnent nust
be renoved and destroyed as thoroughly as tine permts. The
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equi pnrent hul ks may then be abandoned. |[|f approved incendiary
devi ces are not available for destroying the crypto-equi pnent
sensitive conponents, |less effective enmergency destruction may be
acconplished with hand tools. For exanple, printed circuit
boards may be chopped with a fire ax and the pieces scattered.

i. Emer gency Destruction in Aircraft. In an aircraft
energency, there will normally be little time to destroy COVSEC
material. However, all reasonable efforts nust be made to

prevent the material from becom ng accessible to unauthorized
persons. Considering such factors as the type and anmount of
COVMSEC naterial carried, the area of operations and prevailing
political situation, and the type of aircraft, energency
destruction procedures nust be devel oped under the foll ow ng
gui del i nes:

(1) Wien the aircraft is operating over water and a
forced landing is imm nent, COVSEC equi pnent shoul d be zeroized
and keying material torn up and dispersed. |If feasible,
sensitive conponents should be renoved from crypto-equi prent and
di spersed.

(2) If an energency landing in friendly territory is
i mm nent, the crypto-equi pnent should be zeroized, but all COVSEC
mat eri al shoul d be kept on board the aircraft. However, if the
aircraft is being forced or is shot down over hostile territory,
t he crypto-equi pnent should first be zeroized. The key shoul d
then be torn up and di spersed, and reasonable efforts should be
made to renove, smash, and di sperse the sensitive conponents of
t he crypto-equi pnent.

] . Energency Destruction Aboard Ship. |If a shipis in
i mm nent danger of sinking in friendly-controlled waters, al
crypt o- equi pnment nmust be zeroized. |If tinme permts, sensitive
conmponents should be renoved fromall crypto-equi prent and
destroyed. Any COVSEC material which cannot be securely
destroyed should be | ocked in security containers and allowed to
sink with the ship. |If the ship is in inmmnent danger of capture
or of sinking in an area where foreign salvage is possible,
crypt o- equi prent nust be zeroi zed, all key destroyed, and
critical conponents renoved from crypto-equi pnent and destroyed
as thoroughly as possible. Undestroyed or partially destroyed
COVSEC materials nust be jettisoned, with paper itens being first
pl aced in wei ghted bags.

k. Reporting Energency Destruction. Accurate information
relative to the details of all enmergency destructions is
absol utely essential for evaluating the security inpact of each
incident and is second in inportance only to the conduct of
t horough secure destruction. The comrander responsible for
saf equardi ng the COMSEC material, which has been jeopardized, is
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responsi ble for reporting the attendant facts to the appropriate
mlitary commander. Reports of energency destruction mnust
identify the material destroyed, the nethod(s) of destruction,
and the extent of destruction. They nust also identify any itens
of COVSEC material which were not thoroughly destroyed and which
may be presuned to be conprom sed. (See Chapter VIII for
det ai | ed gui dance for COVSEC insecurity reporting.)
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CHAPTER VI |
SAFEGUARDI NG COVBEC FACI LI TI ES

7001. PURPOSE. This chapter prescribes standards for

saf eguardi ng secure tel ecommuni cations facilities and ot her

| ocati ons, which contain COVMSEC naterial. The principal threats,
whi ch these standards must defend agai nst, are unauthori zed
access to or tanpering with COVMSEC naterial and copying of key by
hostil e cogni zant agents. (See Annex A for definitions of
terms.)

7002. SAFEGUARDI NG FI XED COVBEC FACILITIES. This paragraph
applies to fixed facilities, which contain crypto-equi pment and
whi ch are devoted principally to activities involving

comuni cations, e.g., secure teleconmunications and COVSEC
facilities. Standards for safeguarding nobile and transportable
COMSEC facilities are addressed in paragraph 7003.

a. Location. A fixed COVSEC facility should be located in
an area which provides positive control over access and as far as
possi ble fromareas which are difficult or inpossible to control
(e.g., public parking lots, ground floor exterior walls).

b. Construction. A fixed COMSEC facility must be
constructed of solid, strong materials, to prevent unauthorized
penetration and to show evi dence of attenpts at unauthorized
penetration. It nust also provide adequate sound attenuation, so
that activity within wll not divulge classified or sensitive
informati on through the walls, doors, w ndows, floors, ceilings,
or air vents/ducts. Walls nust run fromtrue floor to true
ceiling, unless intrusion detection systens are installed to give
war ni ng of attenpted access to the area above the fal se ceiling.
Only one door should be regularly used for access to the
facility. Doors nust remain closed when the facility is in
operation, except to admt authorized persons. Doors nust have
sufficient strength to resist forced entry and nust be hung so
that their hinge pins cannot be renoved from outside. COVSEC
facilities should not normally contain w ndows. Were w ndows
exi st, they nust be secured in a permanent manner, to prevent
t hem from bei ng opened and nust be al arnmed and/or barred, to
prevent their use as access points. Wndows nust al so be
covered, painted, or screened, to prevent observation of activity
in the COMSEC facility fromoutside. Additionally, air vents,
ducts, or simlar openings which breach the walls, floor, or
ceiling of the facility nmust be appropriately secured, to prevent
penetration, and equi pped with acoustical baffles.
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c. Facility Approvals and |Inspections. Each COVSEC
facility nmust be approved by the responsible service COVSEC
authority before it may hold crypto-equi pnent, key, and ot her
COVBEC material. Aperiodic inspections nust also be conduct ed,
to ensure that a satisfactory COVSEC posture is maintained.

(1) Approval to hold COMSEC material is based on an
i nspection which determnes that the facility neets prescribed
physi cal safeguards, as specified in this docunent, or in service
i npl enenti ng docunents. After initial approval, each COVSEC
facility nmust be reinspected at intervals of no greater than 18
months. A facility nust al so be reinspected and approved, when
there is evidence of penetration or tanpering, after alterations,
whi ch significantly change the physical characteristics of the
facility, when a facility is relocated, or when a facility is
reoccupi ed after being tenporarily abandoned.

(2) Secure tel econmunications facilities require
general COVSEC inspections prior to activation and at intervals
not greater than 18 nonths thereafter. As a mninum these
i nspections should cover secure operating procedures and
practices, handling and storage of COVSEC material, the energency
pl an, and both routine and energency destruction capabilities and
procedures.

(3) In each continuously-mnned COVSEC facility, a
security check nmust be nade at |east once every 24 hours. This
need only be a visual check to ensure that all accountabl e COVSEC
material is properly safeguarded and that physical security
protection systens and devices (e.g., door |ocks and vent covers)
are functioning properly. |In facilities which are not
continuously manned, the security check nust be conducted prior
to departure of the | ast person and nust include additional
checks to ensure that the facility entrance door is | ocked and
that installed intrusion detection systens are activated.

d. Access Restrictions and Controls.

(1) Unescorted access to COVBEC facilities must be
[imted to individuals whose duties require such access and who
are appropriately cleared, i.e., cleared for the highest
classification of COMSEC material held therein. Normally, these
persons have duty in the facility or are in its immed ate
supervi sory chain, and their nanmes appear on an approved access
list, which is posted inside the facility. Oficial visitors who
are appropriately cleared and whose duties require adm ttance,
may be granted unescorted access by the responsi bl e commander.
Al'l such visits shall be recorded in the visitor register

(2) Uncleared and other official visitors may be
aut hori zed adm ttance by the responsible mlitary commander,
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provi ded effective security precautions are taken to preclude
unaut hori zed access to classified information. Each such visitor
nmust be under continuous escort by an individual whose nane
appears on the access list, and all such visits nust be recorded
in the visitor register

(3) Awvisitor record nust be maintained at the entrance
to each COVSEC facility, to record the arrival and departure of
aut hori zed visitors. This register should contain the date and
time of arrival and departure, the printed nane and signature of
the visitor, the purpose of visit, and the signature of the
i ndi vidual authorizing the admttance of the visitor. Visitor
regi sters nmust be retained for at |east one year.

e. Standard Operating Procedure (SOP). Each fixed COVSEC
facility nust have a witten SOP contai ning provisions for the
secure conduct of facility operations and for the safeguardi ng of
COVSEC material. For exanple, the SOP shoul d include procedures
for cryptographic operations, |ocal accountability for GOVSEC
mat eri al used, obtaining COVSEC mai nt enance support for crypto-
equi pnent, and restricting access, storage, routine and emnergency
destruction of COVBEC materials, and COVBEC i nci dent reporting.
As an adjunct to its SOP, each facility nmust have an energency
pl an.

f. Protection of Lock Conbinations. The follow ng
requi renents apply to conbination | ocks used with COVSEC facility
doors and security containers used to hold COVSEC materi al .

(1) Lock conbinations may only be changed by cl eared
persons havi ng need-to-know for the informati on saf eguarded by
the I ock. Conbinations nmust be changed when the lock is
initially placed in use, when any person having authorized
knowl edge of the conbination no | onger requires such know edge,
when the conbination is or may have been subjected to conprom se,
and at |east annually.

(2) Recorded | ock conbi nations nmust be classified the
same as the highest classification of information protected by
t he correspondi ng | ocks and nmust be seal ed i n opaque envel ope for
storage in support of the COVSEC energency pl an.

(3) Access to conbinations to | ocks used to protect

COVBEC material nmust be limted to individuals who are authorized
access to the material. Were a container is used to store
future editions of key, access to its conbination nmust be [imted
to the COVBEC custodi an and alternate custodian(s). Were this
restriction cannot be applied because others nust have access to
the container for current key or other material, future editions
of key mnmust be stored separately in a | ocked strongbox which can
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be opened only by the COVBEC custodi an or alternate custodi an(s),
and whi ch nust be kept in the security container.

(4) To provide ready access to secured COVSEC materi al
in emergencies, a central record of |ock conbinations nust be
mai ntained in a security container approved for storage of the
hi ghest cl assified conbination. Access to the conbination to
t hat container nust be restricted to persons with proper
cl earance and need-t o- know.

(5) Personnel who require access to COVBEC st orage
cont ai ner | ock conbinations nust nmenorize them It is expressly
prohi bited for individuals to record the conbinations to | ocks
whi ch protect COVSBEC material under any other circunstances than
in the seal ed envel opes used to protect the copies held for
enmergency use. Such conbi nati ons may not be stored in electronic
formin conmputers.

7003. SAFEGUARDI NG MOBI LE COVBEC FACI LI TI ES

Thi s paragraph expresses requirenents for safeguarding
transportabl e and nobile COVMBEC facilities. (See Annex A for
definitions of terns.)

a. Approvals and Inspections. Formal approval of
transportabl e and nobile tel ecommunications facilities is not
required, and the only inspection requirement for such facilities
is the daily security check to ensure that all COVSEC material is
properly safeguarded and that physical security protection
systens and devices (e.g., door |ocks and vent covers) are
functioning properly. However, if a nobile COVBEC facility
remai ns operational in a fixed location for six nonths or | onger,
it is to be considered a fixed facility and the requirenents for
facility approvals and inspections, as specified in paragraph
7002.c., above, apply.

b. Access and Controls.

(1) Unescorted access to nobile tel ecomrunications
facilities nust be limted to appropriately cl eared persons whose
duties require access.

(2) Uncleared visitors and other persons whose duties
do not require regular access may be authorized admttance to
nobi |l e tel ecommuni cati ons facilities by responsible authority,
provi ded effective security precautions are taken to preclude
unaut hori zed access to classified and sensitive information.
Such visitors nust be under continuous escort by a person who is
aut hori zed unescorted access.
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(3) Mbile teleconmunications facilities nmust naintain
access lists and visitor registers as prescribed in paragraph
7002.d, above.

c. Protection of Unattended Facilities. Wen a nobile
COVMSEC facility is left unattended for any period of tine, it
nmust be secured and guarded, to protect agai nst unauthorized
access. Because of the many variations in these facilities
(e.g., vans, aircraft, open vehicles), standardized securing
criteria cannot be prescribed. |In general, where a facility is
contained in a solid enclosure (e.g., van or equi pnment shelter),
all access points other than the entrance door nust be secured
frominside the facility, and the entrance door nust be secured
with a conbi nation padl ock. Were this is not practicable (e.qg.,
in a open vehicle or aircraft) a | ocking bar or other |ocking
devi ce should be used to prevent renoval or tanpering with the
crypto-equi pnment. Additionally, unattended nobil e COVSEC
facilities containing COMBEC material nust be guarded by
appropriately cleared guards who are either stationed at the
entrance to the facility or who nake frequent rounds in its
vicinity.

d. Protection of Lock Conbinations. The conbinations to
| ocks used to safeguard transportable or nobile COMSEC facilities
or COVMSEC material stored therein nust be protected in accordance
wi t h paragraph 7002.f, above.
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CHAPTER VI | |
REPORTI NG COVBEC | NCI DENTS

8001. PURPCSE. This chapter prescribes standard's for reporting
COVBEC incidents, to ensure that all detected occurrences
affecting COVSEC material are reported pronptly to designated
service or national officials who are responsible for taking
action to mnimze the security fact of the reported incident.

It is inportant that all persons who are authorized access to
COVSEC naterials understand that the purpose of COVSEC insecurity
reporting is to forma basis for mnimzing the security inpact
of incidents and not to fix blanme for them Reporting nust take
pl ace freely, without fear of retribution, in the interest of
national security. Disciplinary action should be directed only
in connection with COMSEC i nci dents invol ving espi onage,

sabotage, falsification of records, or gross negligence in the
saf eguar di ng and handl i ng of COVSEC materi al .

8002. TYPES OF COVSEC | NClI DENTS. Reportabl e COVSEC incidents
fall into three general types, "cryptographic", "physical", and
"“personnel . The operating instructions furnished with each
cryptosystemnormal |y specifies the reportable COVMSEC incidents
associated with the particular system However, the follow ng
general gui dance al so applies.

a. Cryptographic Incidents. COVSEC incidents of this type
normal Iy involve either a crypto-equi prment mal function or an
operator error, which reduces a cryptosystenis ability to perform
its security function. Exanples include use of key which has
been conprom sed or is known to be defective, unauthorized use of
key for other than its intended purpose (e.g., using a test key
to protect operational comrunications), unauthorized extension of
a cryptoperiod, use of unauthorized operating procedures, use of
an equi pment known to be defective, tanmpering with or making an
unaut hori zed nodification to a crypto-equi pnment, or operating an
equi pnent before conpl eting required al arm checks.

b. Physical Incidents. COVSEC incidents of this type
normally relate to incidents in which prescribed physica
controls are not nmaintai ned over crypto-equi pnment, key, or
supporting docunents. Included are instances of |oss or finding
of COMSEC material, unauthorized access to or failure to
properly safeguard such material, suspected or confirned
tanpering with a crypto-equi pnent, unauthorized copyi ng of key,

i nconpl ete destruction of superseded key or supporting COVSBEC
docunents, or energency destruction of COVSEC nateri al .
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c. Personnel Incidents. COMVSEC incidents of this type
relate to persons who have been authorized access to COVSEC
materi al and who may have provided COVSEC i nformation to hostile
interests. Exanples include known or suspected defections,
espi onage, sabotage of COVSEC material, capture or presuned
capture by an eneny, theft of COMSEC material, or deliberate
falsification of COVSEC records.

8003. TYPES OF REPORTS.

a. |Initial Reports. An initial message report is required
for each detected COMSEC incident. |If all pertinent facts are
included in the initial report, it nay also serve as the fina
report.

b. Amlifying Reports. An anplifying report is required
whenever significant new i nformati on concerning a reported COVSEC
incident is discovered. An anplifying report nay al so serve as
the final report, if it appears likely to the originator that no
further information affecting the evaluation of the incident wll
be determ ned.

c. Final Reports. A final report is required for each
reported COVBEC incident, unless the initial report or an
anplifying report served that purpose and so states. Final
reports should include summaries of the results of all inquiries
and investigations of the reported incident and should state the
corrective nmeasures taken or planned to reduce the possibility of
recurrence of the incident.

8004. REPORT CONTENT AND HANDLI NG

a. Media. COMVSEC incident reports nust be sent by nessage,
unless it would be faster to deliver themto the action addressee
by courier.

b. dassification. COMSEC incident reports mnust be
classified on the basis of their content, but not | ower than
CONF| DENTI AL.

c. Precedence. Initial and anplifying nessage report
shoul d bear | MVEDI ATE precedence if they involve effective key or
key schedul ed to becone effective within 15 days, or if they
i nvol ve defection, espionage, or sabotage. Such reports should
bear PRICRITY precedence if they involve future key scheduled to
becone effective in nore than 15 days, or superseded, reserve, or
contingency key. Oher initial and anplifying reports and al
final reports should be assigned ROUTI NE precedence.

d. Addressees. COMSEC incident reports nust be addressed
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to the service COMSEC aut hority.

e. Cont ent.

(1) Each COMSEC incident report nust state whether it is
an initial, anplifying, or final report, and whether it reports a
crypt ographi c, physical, or personnel incident. Each such report
nmust identify the COVMSEC material involved and nust provide al
avai l abl e details of the incident (e.g., tine and duration,
| ocation, duties--but not the nanes--of the personnel involved,
and the actions taken or planned to prevent recurrence of the
i nci dent).

(2) Each COVBEC incident report should include the
reporting commander's assessnent of the probability that the
af fected COVSEC materi al has been conprom sed.

(3) If inproper use of key or inproper operating
procedures are involved, give a description of the associated
comruni cations activity (e.g., on-line, sinplex/half-
dupl ex/ dupl ex, point-to-point/netted key), the operating node of
the crypto-equi pnent (e.g., clock start, nessage i ndicator,
traffic flow security), and the general type of traffic involved
(e.qg., voicel/data, operations/logistics/intelligence).

(4) If operational use of malfunctioning crypto-
equi pnent is involved, give the synptons of the mal function, the
i kelihood that the mal function was deliberately induced, and the
vol ume of traffic involved.

(5) If known or suspected defection, espionage,
sabot age, or capture of know edgeabl e persons is involved, give
the individual's general COVBEC background and the extent of his
knowl edge of cryptographic principles, a list of the COVSEC
material to which the individual has had current access, and
whet her a counter intelligence investigation has been initiated.

(6) |If the incident involves |oss of COVSEC materi al,
state the actions being taken to |locate the material, the
possibility of access by unauthorized persons, the possibility of
removal of the material by authorized or unauthorized persons,
and the nethods of disposal for COVSEC material of that type at
the affected facility.

(7) 1If COVMWSEC material is discovered outside of
aut hori zed control, state the action which caused accountability
or physical control to be restored, the possibility of access-
surreptitious or otherw se, by unauthorized persons, and the
estimated length of time the material was unsecured or out of
control .
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(8) If the material was received in a package, which
has been damaged or shows evi dence of tanpering, give a
description of the evidence of tanpering, the neans of
transmttal, and a description of how the package was stored
after receipt. (Do not renove the inner wapping, until
instructions to do so are received from higher authority.)

(9) |If the incident involved unauthorized reproduction
of COVSEC naterial, give a conplete identification of the
equi prent or material copied or photographed, the reason for
reproducti on and how reproduction is controlled at the affected
facility, whether espionage is evident or suspected, and the
degree to which details of the crypto-equi pnent, key, or
supporting docunents were copi ed or photographed. (If copies of
the reproductions are available, forward them separately.)

(10) If tanpering with, or renoval of a |ocking bar,
| ock, or tanper-detection tape is involved, provide a description
of the incident, and state when and under what circunstances it
may have occurred. Also state whether a counter intelligence
i nvestigation has been initiated.

(11) If the incident involves an aircraft crash, state
the location of the crash and specify whether it is in friendly
or hostile territory or whether the aircraft crashed at sea.

Al so state whether the aircraft remained largely intact or if

w eckage was scattered over a |arge area, whether the area has
been secured and by whom whether the area has been searched for
COVSEC nat erial, and whether recovery efforts have been initiated
or are planned for the COVSEC materi al .

(12) If the material is lost at sea, state the
geogr aphi cal coordi nates or the approxi mate di stance and
direction fromshore, the depth of the water, whether the
material was in weighted containers, whether the material was
jettisoned or remained with the ship or aircraft, whether foreign
vessels were in the imedi ate area, an opinion as to the
possibility of successful sal vage operations by unfriendly
nations, and whether friendly sal vage efforts have been made or
are anti ci pat ed.

f. Possibility of Conprom se. Each COMSEC physi cal
insecurity report nmust state the opinion of the reporting
commander as to whet her conprom se of the jeopardized material is
certain, possible, or inpossible, and nust state the basis for
t he opi ni on expressed.

g. Point of Contact. Each COVBEC insecurity report nust
state the nane (and, if appropriate, the tel ephone nunber) of a
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person at the reporting command who is prepared to respond to
gueries fromthe evaluating authority.

Annexes:
A - dossary of COVBEC Terns
B - Nunerical Criteria for Storing COVSEC Materi al
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ANNEX A

GLCSSARY OF COVSEC TERMS

Access

Accounting Nunber

Al t er nat e COVBEC Cust odi an

Amendnent

Aut henti cati on

Aut henti cati on System

Aut henti cat or

The capability and opportunity
to gain detail ed know edge
concerning, or to alter
informati on or material.

NOTE: A person does not have
"access" if an authorized
person or physical security
controls prevent his obtaining
detail ed know edge of, or
altering information or

mat eri al .

A nunber assigned to an

i ndividual itemof material or
equi pnment to facilitate its
handl i ng and accounti ng.

The i ndi vi dual designated by
proper authority to perform
the duties of the COVSEC
custodi an during the tenporary
absence of the COVSEC
cust odi an.

A correction or change to a
COVSEC publ i cati on.

A security neasure designed to
protect a comruni cations
syst em agai nst accept ance of
fraudul ent transm ssions or
simul ation, by establishing
the validity of a
transm ssi on, nessage, or
originator, or a neans of
verifying an individual's
eligibility to receive

speci fic categories of

i nformati on.

A cryptosystem or process used
for authentication.

The neans used to confirmthe
identity or to verify the
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Aut o- manual Systens (AVS)

Brevity Code/Brevity List

Cani st er

Central O fice of Record
(COR)

Chal | enge and Reply
Aut henti cati on

G phony

Cl eared Couri er

NAG-14C

eligibility of a station,
originator, or individual.

A programmuabl e, hand-hel d
crypto-equi pnent used to
perform encodi ng and decodi ng
functions.

A non-secure code, which has
t he sol e purpose of shortening
nessages.

A type of protective package
used for dispensing key in
punched or printed tape form

The office of a departnent or
servi ce which keeps records of
account abl e COVSEC hel d by

el ements subject to its
over si ght.

NOTE: Associ ated functions
performed by CORs include
establ i shing and cl osi ng
COMSEC accounts, nmi ntaining
records of COMSEC cust odi an
and al ternate custodi an

appoi ntmrents, perform ng
COMSEC account inventories,
and responding to queries
concerni ng account nmanagenent.

A prearranged procedure

wher eby one communi cat or
requests authentication of
anot her conmuni cator and the
| atter establishes his
validity by a proper reply.

The process of enciphering
audi o, resulting in encrypted
speech.

A duly authorized, cleared (to
the level of the information
being transported), and a
trustworthy person who has
been officially designated to
transport/carry classified

i nformati on.
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Code

Code Book

Code Group

Code Vocabul ary

Conmuni cations Profile

NAG-14C

Any system of conmunication in
whi ch arbitrary groups of

| etters, nunbers, or synbols
represent units of plain text
or varying | ength.

NOTE: Codes nmay or may not
provide security. Conmon
categories are codes used to
convert information into a
formsuitable for

comuni cations or encryption,
brevity codes which reduce the
length of tinme required to
transmt information, codes
used to describe of a

conput er, cryptographic codes
used to convert plain text to
nmeani ngl ess conbi nati ons of

| etters and nunbers and vice
ver sa.

A book or other docunent
contai ning plan and code
equivalents in a systematic
arrangenent, or a techni que of
machi ne encryption enpl oyi ng
word substitution

A group of letters or nunbers
or both in a code system used
to represent a plain text
wor d, phrase or sentence.

The set of plain text words,
phrases or sentences for which
code equi val ents are assi gned
in a code system

An anal ytic nodel of the
comuni cati ons associated with
an organi zation or activity.

NOTE: The nodel is prepared
froma systemati c exam nati on,
conmuni cati ons content and
patterns, the functions they
reflect, and the

conmmuni cations security
nmeasures applied.
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Communi cations Security
( COVBEC)

Conprom se

COMSEC Account

COVBEC Account Audit

COVBEC Accounti ng

COVBEC Ai ds

A-4

NAG-14C

Measures taken to deny

unaut hori zed persons

i nformati on derived from
gover nnent and gover nnent
contractor tel ecomrunications
concerni ng national security,
and to establish the

aut henticity of such

t el ecommuni cati ons. NOTE
Communi cati ons security

i ncl udes cryptosecurity,
transm ssion security, and
physi cal security of COMSEC
mat eri al s and COVSEC

i nformati on.

The di scl osure of information
or data to persons not
authorized to receive it.

An admi nistrative entity
identified by an account
nunber, responsible for

mai nt ai ni ng accountability,
custody, and control of
account abl e COVBEC materi al .

Exam nati on of the hol ding,
records, and procedures of a
COMSEC account to ensure that
al | account abl e COVSEC

mat eri al charged is being
properly saf eguarded.

Procedures, which docunent the
control of accountabl e COVSEC
material fromits origin

t hrough destruction or final

di sposition.

Al'l COVSEC material, other

t han equi pnent or devi ces,
whi ch assi st in securing

t el econmuni cations and is
required in the production,
operation, or maintenance of
COVBEC systens and their
conmponent s.
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COVBEC Cust odi an

COMBEC Devi ce

COVBEC Doctri ne

COMBEC End Item

COMSEC Equi prent

NAG-14C

NOTE: COVSEC keying materi al,
cal | sign/frequency systens,
and supporting docunentati on,
such as operating and

mai nt enance nmanual s, are
exanpl es of COMBEC ai ds.

The i ndi vi dual designated by
proper authority to be
responsi bl e for the receipt,
transfer, accountability,

saf eguardi ng and destruction
of COMSEC nmterial assigned to
a COMSEC account.

Synonynous wi t h COVSEC
equi pnent .

NOTE: Formerly a COVSEC end
i tem whi ch does not contain a
cryptographic al gorithm

Rul es, procedures, and

gui del i nes for devel opi ng,
operating and saf eguardi ng
COMSEC equi pnent, systens, and
conponents.

An equi pment or conbi nati on of
conponents ready for its

i ntended use in a COVSEC
appl i cation.

Equi prrent desi gned to provide
security to tel econmuni cation
by converting information to a
formunintelligible to an
unaut hori zed i nterceptor and
by reconverting such
information to its origina
formfor authorized
recipients, as well as

equi pnent designed to aid in,
or as an essential el enent of
t he conversion process.

NOTE: COMSEC equi pnent

i ncl udes crypto-equi pnent,
crypto-ancillary equi pnent,
crypt o- producti on equi pnent,
and aut henticati on equi prnent.
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COMBEC Facility

COMBEC | nci dent

COMBEC | nformati on

COVSEC Materi al

COVBEC Material Contro
Syst em ( CMCS)

COVBEC Modul e

A-6
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A space that generates,
stores, or otherw se contains
COVBEC materi al .

Any uni nvestigated or
uneval uat ed occurrence that
has the potential to

j eopardi ze the security of
COVBEC material or the secure
t ransm ssi on of governnent

i nformation, or any

i nvesti gated or eval uat ed
occurrence that has been
determ ned as hot jeopardi zi ng
the security of COMSEC
material or the secure
transm ssi on of governnent

i nformati on.

I nformation in any formwhich
rel ates to conmuni cati ons
security.

COMSEC ai ds and hardware itens
whi ch have the purpose to
secure tel econuni cati ons or
to ensure the authenticity of
such comruni cati ons.

NOTE: COVSEC materi al
includes but is not limted
to, COVBEC key, itens, which
enbody or descri be
cryptographic | ogic, and other
itenms, which perform COVBEC
functions.

A logistic systemthrough
whi ch COVSEC materi al marked
"CRYPTO' and ot her COVSEC
material is distributed,
control |l ed and saf eguar ded.

NOTE: The CMCS consi sts of

all COMSBEC Central Ofices of
Records, cryptol ogistic depots
and COMSEC accounts.

A renovabl e equi pnent
conponent that perfornms COVSEC
functions for a
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COVSEC Monitoring

COMSEC User

Conti ngency Key

Controll ed Area

Control |l ed Cryptographic
Item (CC)

Controlling Authority (CA)

NAG-14C

t el econmuni cati ons equi pnent
or system

The act of listening to or
recordi ng tel ecommuni cati ons
transm ssions to provide
material for analysis, order
to determ ne the degree of
security being provided to

t hose transm ssi ons.

An i ndividual who is required
to use and saf eguard COVSEC
material in the performance of
his official duties.

Key held for use under
speci fic operational
conditions or in support of
speci fic contingency plans.

An area w thin which
uncontrol | ed novenent does not
permt access to classified

i nformation and which is

desi gned for the principal

pur pose of providing

adm ni strative control,
safety, or a buffer area of
security for limted access

ar eas.

An uncl assi fi ed, but
control |l ed secure

t el econmruni cati ons equi prent
and associ ated cryptographic
assenbl y, conponent or other
hardware or firmmvare itemthat
performs a critical COVSEC
ancillary or COVSEC functi on.

NOTE: CCls are marri ed
"CONTROLLED | TEM' or, where
| abel i ng space.

The official responsible for
directing the operation of a
cryptonet and for managi ng the
operational use and control of
keying material assigned to

t he cryptonet.
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Critical Infornation | nformati on, which nust be
protected from | oss and which
nmust be available on a tinely
basis for effective m ssion
acconpl i shnent .

CRYPTO A mar ki ng or designator
i dentifyi ng COMSEC keyi ng
material used to secure or
aut henti cate
t el econmuni cati ons carrying
classified or sensitive
government or governnment -
derived information, the | oss
of which could adversely
affect the national security
i nterest.

NOTE: When witten in al
upper case letters, "CRYPTO
has the neani ng stated above.
When witten in | ower case as
a prefix, "crypt" and "crypto"
are abbreviations for
"cryptographic".

Crypto-al arm A circuit or device, which
detects failures or
aberrations in the logic or
operation of a crypto-
equi prent .

NOTE: A crypto-al arm may

i nhibit transm ssion or nay
provi de a visible and/or
audi bl e al arm

Crypto-al gorithm A wel |l defined procedure or
sequence of rules or steps,
which is used to produce
ci pher text from plain text
and vi ce versa.

Crypt o-anci |l I ary Equi pnent Equi prrent desi gned
specifically to facilitate
efficient or reliable
operation of crypto-equipnent,
but whi ch does not perform
cryptographi c functions.

A-8
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Cr ypt o- equi prent

Crypt ogr aphi c

Crypt ogr aphy

Crypt onet

Crypt operi od

Cryptosecurity

Crypt osynchroni zati on

Crypt osystem

Deci pher

A-9
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Equi pnent, which enbodi es a
crypt ographic | ogic.

Pertaining to, or concerned
w th cryptography.

The principles, nmeans, and

met hods for rendering plain

i nformation unintelligible and
for recovering encrypted
information into intelligible
form

The stations holding of a
specific short title of
oper ati onal or contingency
key.

NOTE: Activities, which hold
key for other that
conmmuni cat i ons pur poses, such
as cryptol ogistics depots, are
not cryptonet nenbers.

The time span during which
each key setting for a
cryptosystemremains in
effect.

The security or protection
resulting fromthe proper use
of technically sound
cryptosystens.

The process by which a

recei ving decrypting
cryptographic logic attains
the same internal state as the
transmtting encrypting |logic.

The associ ated itens of COVSEC
material used as a unit to
provi de a single neans of
encryption or decryption.

To convert enciphered text to
equi val ent plain text by neans
of a cipher system
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Decode Converting encoded text to
equi val ent plain text by neans
of a code.
Decr ypt A generic term enconpassi ng
deci pher and decode.
El ectroni cs Security (ELSEQC The protection resulting from

all nmeasures designed to deny
unaut hori zed persons

i nformati on of val ue, which
m ght be derived fromthe

i nterception, and anal ysis of
non- conmuni cati ons

el ectromagnetic radi ati ons,
such as radar.

El ement A subdi vi sion of a COVSEC
equi pnent, or an assenbly or
subassenbly which normally
consi sts of a single piece or
group of replaceable parts.

NOTE: An elenent is a
renmovabl e item necessary to

t he operation of equiprent it
does not necessarily performa
conplete function in itself.

Enci pher Conversion of plain text to
equi val ent ci pher text by
means of a ci pher system

Encode Conversion of plain text to
equi val ent encoded text by
means of a code system

Encrypti on A generic term enconpassi ng
enci phering and encodi ng.

End-t o- end Security The saf eguardi ng of
information in a secure
t el ecommuni cati ons system by
cryptographi c or protected
di stribution systens neans
frompoint of origin to point
of destinati on.

Exerci se Key Key intended for protection of
on-the-air transm ssi ons
associ ated with exerci ses.

A-10
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Fill Device

Fi xed COMSEC Facility

Frequency Hoppi ng

Hand Recei pt

Har d- Copy Key

H gh Val ue Gover nnent
Property

Hosti | e Cogni zant Agent

| dentification Friend or
Foe (I FF)

NAG-14C

A crypto-ancillary device used
to transfer or store keys in
el ectronic formor to insert
keys into a crypto-equi pnent.

A COVSEC facility that is
| ocated in an inmobile
structure or aboard a ship.

The repeated sw tching of
frequenci es during radio
transm ssion according to a
specified algorithmto avoid
unaut hori zed i nterception or

j amm ng of tel econmuni cati ons.

A docunent used to record

| ocal or tenporary transfer of
material froma custodian to a
user and acceptance by the
user of the responsibility for
it.

Physi cal keying material such
as printed key lists, punched
or printed key tapes, or
programmabl e, read-only
menori es.

Itens of high nonetary or
oper ational val ue, which
requi re protection against
| oss or theft.

NOTE: A personal conputer is
an exanpl e of high val ue
gover nnment property.

A person who is authorized
access to classified or
sensitive unclassified

i nformati on and who
intentionally nakes it
avai l able to a nenber of a
hostile intelligence service
or other group whose goals are
inimcal to the nationa

i nterest.

A nethod of determ ning the
friendly or unfriendly
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I ntrusion Detection System
(1DS)

| nvent ory Report

Irregul arly Superseded
Keyi ng Materia

Key

Key Card

Key Encryption Key (KEK)

NAG-14C

character of aircraft, ships,
or vehicles, using electronic
detecti on and associ at ed
identification equipnent.

A system designed to detect
and signal the entry of
unaut hori zed persons into a
protected area, such as
security alarns, sensor
systens, video systens.

A report of itens of naterial
that were physically sighted
in accordance with COVSEC

i nventory procedures.

Keyi ng material replace on an
"as needed" basis, rather than
bei ng repl ace on schedul e.

I nformation (usually a
sequence of random binary
digits) used to initially set
up and periodically to change
the operations perforned in a
crypt o-equi pnent for the

pur pose of encrypting or
decrypting el ectronic signals,
for determ ning electronic
count er count er measures
patterns (frequency hopping or
spread spectrum, or for
productivity other keys.

NOTE: "Key" has repl aced the
terns "variabl e", and "keying
variable", and "crypto

equi pnent s".

A paper card containing a
pattern of punched hol es which
establishes the key for a
specific cryptonet at a
specific tine.

Key used to encrypt in the
encryption and decryption of
ot her keys for transm ssion
(re-keying) or storage.
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Key Li st

Key Managenent

Keyi ng Materi al

Key Stream

Key Tape

Limted Access Area

Li nk Encryption

Long Title

Machi ne Cryptosystem

Mai nt enance Key

NAG-14C

A printed series of key
settings for a specific
cryptonet.

The process by which keys are
generated, stored, protected,
transferred, |oaded, and
destroyed.

A type of COVSEC aid which
suppl i es encodi ng neans for
manual and aut o- manual
cryptosystens or key for
machi ne cryptosyst ens.

A sequence of synbols (or
their electrical or nechanical
equi val ents) produced by a
machi ne or aut o- manual
cryptosystemto conbine with
pl ain text to produce cipher
text, to control transm ssions
security processes, or to
produce keys.

Punched or magnetic tape
cont ai ni ng key.

An area in which uncontroll ed
movenent woul d all ow access to
classified informati on, but in
whi ch such access is prevented
by escort or other internal
restrictions and control s.

The encryption data in
i ndi vidual links of a
conmuni cati ons systens.

The descriptive title of an
item of COMSEC naterial .

A cryptosystemin which the
cryptographi c processes are
performed by crypto-equi pnent.

Key intended only for off-the-
air, in-shop use.
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Manual Cryptosystem

Mobi | e COVBEC Facility

No-| one Zone

O f-l1ine Cryptosystem

Oper ati onal Key

Page Check

Pl ai n Text

Protected Distribution
Syst em ( PDS)

NAG-14C

NOTE: Mai nt enance key nay not
be used to protect operational
traffic.

A cryptosystemin which the
cryptographi c processes are
performed manual ly wi thout the
use of crypto-equi pnent or

aut o- manual devi ces.

A facility which contains
COVBEC material and is
configured for operation while
in nmotion.

An area, room or space to
whi ch no person may have
unacconpani ed access and
whi ch, when manned, nust be
occupi ed by two or nore
appropriately cleared

i ndi vi dual s.

A cryptosystemin which
encryption and decryption are
performed i ndependently of the
transm ssion and receiving
functions.

Key intended for use on-the-
air for protection of
operational traffic or for the
production or secure

el ectrical transm ssion of key
streans.

Verification of the presence
of each page required in a
publi cation

Unencrypted information.

A wireline or fiber-optics

t el econmruni cati ons system
whi ch i ncl udes adequate
acoustic, electrical,

el ectromagneti c, and physi cal
safeguards to permt its use
for the transm ssion of
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Protective Packagi ng

Regul arly Super seded

Keyi ng Materi al

Reserve Keying Materi al

R sk

Sanpl e Key

Secure Conmuni cati ons

Secur e Subscri ber

Short Title

Facility

NAG-14C

unencrypted classified
i nformati on.

Packagi ng techni ques for
COVSEC mat eri al which

di scourage penetration and/ or
whi ch reveal that a
penetration has occurred or
whi ch inhibit view ng or
copyi ng of keying materi al
prior to the tinme it is
exposed for use.

Keying material, which is
super seded

on a regul ar established
schedul e.

Key held to satisfy unplanned
needs.

The probability that a
particul ar tel econmuni cati ons
systemvul nerability will be
expl oi t ed.

Keys intended for off-the-air
denonstration use only.

Tel econmuni cati ons, which are
effectively secured agai nst
hostil e exploitation by COVSEC
equi pnent and/ or protected

di stribution systens.

A secure tel ecomruni cati ons
facility in which user-
operated secure voi ce, data,
facsimle, or video circuits
t erm nat e.

An identifying conbination of
| etters and nunbers assi gned
to certain COMSEC material for
brevity to facilitate
handl i ng, accounting, and
control.
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Signals Security (SIGSEC)

Super sessi on

Tanperi ng

Test Key

Thr eat

Traffic Analysis (TA)

Traffic Encryption Key (TEK)

Tr ai ni ng Key

Transm ssion Security
( TRANSEC)

Transm ssion Security
Key (TSK)

NAG-14C

A generic term enconpassi ng
comuni cations security and
el ectronic security.

Schedul ed or unschedul ed
repl acenent of a COVSBEC aid
with a different edition.

An unaut hori zed nodification
that alters the proper
functioning of a COVSEC

equi pnent or systemin a
manner whi ch degrades the
security it provides.

Key intended for "on-the-air"
testing of COVSEC equi pnent or
systens.

Any circunstance or event wth
the potential to cause harmto
t el ecommuni cati ons systemin
the form of destruction

di scl osure, nodification of
data, and/or denial of

servi ce.

The study of communi cations
characteristics external to
t he text.

Key used to encrypt plain text
or to superencrypt previously
encrypted text and/or to
decrypt cipher text.

Crypt ographi c i ntended for use
for on-the-air or off-the-air
training.

That conponent of

conmuni cations security, which
consi sts of all neasures,
designed to protect electrical
transm ssions from

i nterception and exploitation,
by neans ot her than
crypt anal ysi s.

A key that is used in the
control of transm ssion
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TSEC Nonencl at ure

Two- Person Integrity

Vul nerability

Zeroi ze

NAG-14C

security processes, such as
f requency hoppi ng and spread
spectrum

A system for identifying the
type and purpose of certain
itens of COVSBEC materi al .

NOTE: TSEC i s an abbrevi ation
for tel econmunications
security.

A system of storage and
handl i ng desi gned to prohibit
access to COVBEC keyi ng
material by requiring the
presence of at |east two

aut hori zed persons each
capabl e of detecting incorrect
or unaut horized security
procedures with respect to the
task being perforned.

A weakness in a

t el econmuni cati ons system or
system security procedures,
har dwar e design, interna
controls, etc., that could be
exploited to gain unauthorized
access to classified or
sensitive infornmation,

i nformati on handling system
or cryptosystemwhich is
potentially exploitable.

To renove or elimnate the key
froma crypto-equi pnent or
fill device.
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ANNEX B
NUVERI CAL CRI TERI A FOR STORI NG COMGEC NMATERI AL
TABLE OF NUMERI CAL EQUI VALENTS
El ement of Security Val ue
St orage Areas
Security Fences
Area surrounded by security fence with all gates
Secured or controlled 5
Protective Lighting
Area lighted by protective |lighting during hours of
Dar kness 5
Bui Il ding or Ship
Wod frame constructions® 5
Controlled area within 15
Limted access area within 25
Exclusion area within 35
No-1 one zone nmanni ng 50
Masonry or steel construction? 10
Control |l ed 20
Limted access area within 30
Excl usion area within 40
No-1 one zone nmanni ng 55
Shi p, gover nment - owned* 25
Controlled area within 35
Limted access area within 40
Exclusion area within 50
No-| one zone manni ng 60
St or age cont ai ners?
Metal | ocker, keylock (built-in or padl ock) 0
Met al | ocker, conbination padl ock or high security
key padl ock 5
Met al | ocker, high security conbination padl ock 10
Metal | ocker, built-in conbination |ock
security container, 10 mnute forced entry, 30 mnute
surreptitious entry 70
Security container, 5 mnute forced entry, 20 m nute
surreptitious entry 60
Security container, no forced entry test requirenent,
30 minute surreptitious entry 55

1'Select only one entry fromthis category.
Where storage containers are located in vaults, points fromboth categories
may be added.
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TABLE OF NUVMVERI CAL EQUI VALENTS
(Conti nued)

Vaul t s?

St rongroom or weapons nagazi ne 15
Excellent vault, floor, walls, and ceiling 8" thick

poured, reinforced concrete; door 10 m nute forced

entry and 30 mnute surreptitious entry; |ock three-

conbi nati on, mani pul ati on-resi stant 70
Good vault, floor, walls, and ceiling 6" thick poured,

Rei nforced concrete; door 10 mnute forced entry and

30 minute surreptitious entry; |ock three-conbination

mani pul ati on-resi st ant 60
Poor vault, unable to neet one or nore of the "good
Vault" criteria 50
Quar di ng
Supporting Guard Force
G vilian Supporting Guard Force 10
Mlitary Supporting Guard Force 15
Quar ds
Cvilian guard in general area 10
Cvilian guard check of container each hour 15
G vilian guard check of container each half hour 20
Cvilian guard in attendance at contai ner 30
Mlitary guard in general area 15
Mlitary guard check of container each hour 20
MIlitary guard check of container each half hour 25
Mlitary guard in attendance at contai ner 60
Sentry dog acconpanying mlitary or civilian guard 10

Protective A arns

Area Al arm System
El ectro-nechanical alarmto detect entry into inmedi ate

area 5
QG her alarmsystemto detect entry into i mMmedi ate area 10
Alarm systemto detect attenpted entry into i mediate
area 15
Alarm systemto detect attenpted entry and approach to
i medi ate area 25

Cont ai ner Al arm System

El ectro-nmechani cal alarmto detect opening of container 10
O her alarmsystemto detect opening of container 15
Alarm systemto detect tanpering with container 20
Alarm systemto detect tanpering with and approach to
cont ai ner 25
B-2
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